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Stateful Traffic Mix Tester Solutions 

              
Model 684                                          Model 634 

Features “Developer” “Performer" 

 

Wire-Speed Traffic Mix 

80 Gbit/sec 
TCP/HTTP, UDP, PCAP Replay 

Scaling to Higher Bandwidths 
 

 

 

 

 

 

Stateful TCP/HTTP 
2M+ TCP/HTTP Transactions/sec 

100M+ Concurrent TCP/HTTP Active Flows 
Variable POST vs. GET Ratio 
 

  

PCAP Replay 
Replay Custom Traffic 
Split PCAPs to Two Ports -- Emulate “Stateful” Traffic 

100 Concurrent PCAP Files for Diverse Scenarios 
 

  

UDP 

Single Size Packets or Multi-sized Packet Streams 
UDP IP Fragmentation Testing 
 

  

Firewall/Content Control Testing 
50M+ URL/URI Entries 
Test DUT “allow/block/redirect/accept/custom” Action 

Firewall Filtering Performance 

  

 
Mobile Infrastructure Testing 

Dynamic User Addition/Deletion via REST API 

(Emulate ENB, S-GW, P-GW action) 
GTP-U Encapsulation  

(users-servers, users-only, servers-only) 

User-Bandwidth Allocation 
 

 

 

 

 

System Interface 

Web GUI 
REST API 
On-system CLI 

 

  

Analysis and Reporting 
Full HTTP/PCAP/UDP/URL/User Statistics 

PCAP capture on all ports to identify setup issues 
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Distributed Performance Test 
As engineering organizations develop new networking 

products and push out new customer releases, the 

CapEx budgets of most departments generally cover 

functional unit tests at every integration point, but 

performance testing is not done until the final stage of 

the development process with fully integrated release 

candidate build.  Any performance degradation found at 

this late stage in the release process adversely impacts 

both customer deliverables and the bottom line.   

 

The solution is to distribute the performance test and 

perform testing earlier in the development cycle, 

preferably at every integration point in the process. 

 

Unfortunately the performance issues are only visible 

with extremely expensive high performance equipment 

that can push the product to full line rate and beyond.  

Until now this equipment was extremely expensive and 

out of reach for any volume deployments.  Most 

organizations “buy what they can afford, rather than 

what they can use”. 

 

NetLoad Inc. enables a solution to this problem with 

technology that combines off-the-shelf Network 

Processing hardware with its patent-pending FW/SW to 

deliver an extremely high performance low cost solution.  

NetLoad Inc. solution helps detect most performance 

issues related to stateful processing by using the most 

utilized protocols – HTTP and UDP, in combination with 

PCAP Replay and URL Lists.  In this case the 80/20 rule 

applies, where 80% of the performance-related issues 

can be identified with 20% of traffic complexity as 

HTTP-like protocols and UDP are used throughout the 

web and client-server networks.  With addition of PCAP 

Replay, any combination of traffic is possible to create. 

Mobile Infrastructure Testing 
NetLoad Inc. offers unique features for testing data 

throughput of mobile infrastructure components 

including ENBs, S-GWs/SGSN, and P-GWs/GGSN.  

NetLoad Dynamic User Mode with Bandwidth Allocation 

and GTP-U encapsulation, combined with external scripts 

emulating user control enable comprehensive  

 

 

performance testing of any device in the mobile 

infrastructure data path. 
 

NetLoad can emulate any one or series of components 

to create the full chain from the user initiating an 

internet connection to the server responding to that 

request and all components in between.   

 

Users and their server destinations are dynamically 

added into the test, with each user having unique SRC 

IP addresses and TEID numbers.  Users are allocated a 

specific not-to-exceed bandwidth in the overall total 

bandwidth of the line, and with additional parameters 

can be grouped into power users and regular users.  

Once users complete their TCP/HTTP transactions, they 

are dynamically removed from the test. 

Application Testing 
Multitude of applications can be tested with the NetLoad 

Inc. feature set.   

TCP/HTTP traffic is used to measure performance and 

latency of any Networking device or infrastructure 

segment.  All devices from L2-L7 benefit from Stateful 

traffic testing, which emulates client-server nature of 

most traffic on the network. 

UDP traffic is used in streaming and gaming 

applications.  NetLoad is able to create UDP datagrams 

up to 64Kbytes in length, with UDP Fragmentation 

capabilities.  Ability to drop random Fragments allows for 

comprehensive negative testing. 

PCAP Replay is used to replay pre-recorded traffic for 

testing or analysis purposes. NetLoad can replicate the 

timing of the pre-recorded traffic within 1uS.  “Split” 

capability allows for stateful pre-recorded TCP traffic to 

be replayed from two separate ports, emulating “real” 

conditions of the original traffic.  

Firewall and URL testing capabilities allow users to 

create lists of IP/URL/URI/HTTP Response combinations 

(up to100M).  NetLoad will incorporate the parameters 

into TCP/HTTP traffic requests and check against 

expected response for each request.  This is done at the 

rate of 2M TCP/HTTP requests/sec, allowing for both 

comprehensive response and performance test of NGFW 

and other Deep Packet Inspection devices. 



 

www.NetLoadInc.com 

 

 

 

System Overview 
NetLoad platform family includes two main platforms, 

the Developer and Performer.  All platforms offer a 

common architecture optimized by model for a range of 

performance tiers and features. The HW is based on the 

family of Network Processors from Cavium and 

embedded into off-the-shelf platforms.  The SW is 

NetLoad patent-pending solution that includes a custom 

TCP stack and Web GUI interface.  

 

 
634 Series (8Gbs) 

 

 
684 Series (80Gbs) 

 

Performance Overview 
NetLoad solution is extremely high performance and on 

the high end, the system sustains 2M+ HTTP 

transactions/sec while maintaining 100M+ open 

TCP/HTTP connections for TCP/HTTP traffic.  It can do 

line rate UDP and PCAP Replay traffic types, or combine 

all into a complete traffic mix. 

Functional Overview 
For TCP/HTTP, NetLoad solution generates stateful 

TCP/HTTP transactions by emulating both clients and 

servers.   

Once a TCP connection is established, a user-specified 

datagram is transferred over the connection using HTTP 

protocol (GET and POST).  Upon completed transfer, the 

connection is closed. 

 

UDP Traffic is generated to any user-specified packet 

size or packet size mix, and includes UDP IP 

Fragmentation of payloads of up to 64 KBytes. 

 

PCAP Replay of up to 100 user files with Split function 

enables connection-oriented PCAP files to emulate 

“realistic” traffic with client and server side ports. 

 
URL list support provides for testing of URL blocking and 

management capabilities, as well as FW filtering 

performance.  NetLoad solution uses URL list to establish 

a TCP connection, and attempts to access the URL 

specified for the connection.  If the DUT response to the 

URL HTTP request matches the user-defined “expected” 

response, the test is successful.  

For FW testing, if connection is established, the test is a 

failure. 

 

In combination TCP/HTTP, UDP, PCAP Replay, and URLs 

provide a comprehensive solution for diverse traffic 

generation and DUT testing needs. 

 

NetLoad provides a fully functional web-based GUI to 

configure the device, create tests, and view results. CLI 

is also available. 

 

 
Test in Progress 
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HW Overview 

 
 

634  684 

 
Data Ports 

4CU/F 
(10/100/1GigE)  

4F 
(10GE) 

 
Management Ports 

2CU 
(10/100/1G)  

1CU 
(10/100/1G) 

 
System Memory  

 
8GB/16GB 

 
16GB/32GB 

 
System Storage HD 

 
500GB/1TB+  

 
500GB/1TB+  

Form Factor  1U Rack Mount  2U Rack Mount  

  


